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DETAILED ACTION 

This action is in response to the papers filed 7/22/2003. Claims 1-38 were 
received for consideration. No preliminary amendments for the claims were filed. 
Currently claims 1-38 are under consideration. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on 1 1/08/2004 is in 
* compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 
statement is being considered by the examiner. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-2, 4-5 and 7-1 1 rejected under 35 U.S.C. 102(e) as being anticipated by 
Park (U.S. Patent Application Publication # 2004/0085445). With respect to claim 1, 
Park teaches a method for obtaining video data, the method comprising: providing a 



control signal to a video data acquisition system (see Park paragraph 0016-0019 and 
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0023); receiving an output signal from the data acquisition system in response to 
providing the control signal, the output signal including video data captured by the video 
data acquisition system (see Park paragraph 0016-0019); and verifying an authenticity 
of the video data from the data acquisition system by checking that the received output 
signal includes modifications according to the control signal (see Park paragraph 0016- 
0019). 

With respect to claim 2, providing a control signal includes: providing a control 
signal that includes a key for encrypting the video data transmitted by the video data 
acquisition system (see Park paragraphs 0018-0019 and 0023). 

With respect to claim 4, providing a control signal includes: providing a control 
signal that includes a command to overlay a recognizable pattern onto the video data 
such that the recognizable pattern appears on a viewing display when the video data is 
replayed (see Park paragraph 0069-0073). 

With respect to claim 5, overlaying a recognizable pattern onto the video data 
includes: modifying a value of a text string associated with the video data that appears 
on the display when the video data is replayed at a later time (see Park paragraph 
0069-0073). 

With respect to claim 7, An apparatus for authenticating video data including a 
processor that provides a control signal to a video data acquisition system, the 
'processor receiving an output signal from the data acquisition system including video 
data in response to providing the control signal, the processor verifying an authenticity 
of the video data from the data acquisition system by checking that the received output 
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signal includes modifications according to the control signal (see Park paragraph 0016- 
001 9 and 0023). 

With respect to claim 8, the control signal includes a key for encrypting the video 
data transmitted by the video data acquisition system (see Park paragraphs 0018-0019 
and 0023). 

With respect to claim 9, the data acquisition system, in response to receiving the 
control signal, overlays a recognizable pattern onto the video data such that the 
recognizable pattern appears on a viewing display when the video data is replayed (see 
Park paragraph 0069-0073). 

With respect to claim 10, the recognizable pattern includes a text string that 
appears on the display when the video data is replayed at a later time (see Park 
paragraph 0069-0073). 

With respect to claim 1 1 , the text string is a clock value (see Park paragraph 
0069-0073). 

Claims 14-15 are rejected under 35 U.S.C. 102(e) as being anticipated by Jones 
et al (U.S. Patent # 7,120,252). Jones with respect to claim 14, teaches an apparatus 
for maintaining video data, the apparatus comprising: a video data processor that 
receives video data from a video data acquisition system, the video data being stored in 
a first memory storage device (see Jones column 9 line 40 - column 1 1 line 35); and a 
hashing processor that generates a hash value based on a selected portion of the video 
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data, the hash value being stored in the first memory storage device and a second 
memory storage device (see Jones column 9 line 40 - column 1 1 line 35). 

With respect to claim 1 5, the selected portion of video data retrieved from the first 
memory storage device is authenticated by checking that the selected portion of video 
data from the first memory storage device, when hashed, produces a same hash value 
as the corresponding hash value stored in the second memory storage device (see 
Jones column 9 line 40 - column 1 1 line 35). 

Claims 16, 21-25, 31 and 37-38 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Peters (U.S. Patent Application Publication # 2003/0226023). With 
respect to claim 16, Peters teaches a method for generating an output signal from a 
video data acquisition system, the method comprising: receiving a video signal that 
varies depending on sensed images (see Peters paragraph 0004); encrypting the video 
signal using a first key; encrypting the first key using a second key; and including at 
least the encrypted first key and encrypted video signal in the output signal (see Peters 
paragraph 0031-0036). 

With respect to claim 21 , a method for maintaining video data, the method 
comprising: providing an encryption key to a video data acquisition system (see 
paragraph 0029); encrypting at least a portion of an output signal generated by the 
video data acquisition system using the provided encryption key (see Peters paragraph 
0031-0036); and maintaining confidentiality of the provided encryption key so that 
recorded subjects of the video data acquisition system do not have access to the 
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provided encryption key (see Peters paragraph 0033), knowledge of the provided 
encryption key being entrusted to an escrow agent (see Peters paragraph 0043). 

With respect to claim 22, verifying an authenticity of the output signal by checking 
that at least a portion of the output signal is encrypted with the provided key (see Peters 
figure 1 and paragraph 0031-0036). 

With respect to claim 23, notifying the escrow agent to decrypt selected portions 
of the output signal previously stored in memory using the provided encryption key (see 
Peters paragraphs 0040-0043). 

With respect to claim 24, encrypting video data according to a hierarchical set of 
keys including the provided encryption key, at least one key of the hierarchical set of 
keys being used to encrypt another key associated with the output signal (see Peters 
paragraph 0031-0036). 

With respect to claim 25, using the provided encryption key to encrypt at least 
one other encryption key associated with the output signal (see Peters paragraph 0031- 
0036). 

With respect to 31 , an apparatus to support surveillance, the apparatus 
comprising: a camera to generate a video signal that varies depending on sensed 
images; a memory device to store at least first and second encryption keys; and a 
processor that encrypts the video signal using the first encryption key, the processor 
encrypting the first encryption key with the second encryption key, the processor 
producing an output signal including at least the encrypted video signal and the 
encrypted first encryption key (see Peters paragraph 0004 and 0031-0036). 
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With respect to claim 37, an apparatus to support surveillance, the apparatus 
comprising: a camera to generate a video signal that varies depending on sensed 
images; a memory device to store at least first and second encryption keys; and means 
for encrypting the video signal using the first encryption key and means for encrypting 
the first encryption key with the second encryption key to produce an output signal 
including at least the encrypted video signal and the encrypted first encryption key (see 
Peters paragraph 0004 and 0031-0036). 

With respect to claim 38, a computer program product including a computer- 
readable medium having instructions stored thereon for processing data information, 
such that the instructions, when carried out by a processing device, cause the 
processing device to perform the steps of: receiving a video signal that varies 
depending on sensed images; encrypting the video signal using a first key; encrypting 
the first key using a second key, the first and second key being different than each 
other; and including at least the encrypted first key and encrypted video signal in the 
output signal (see Peters paragraph 0004 0031-0036). 

Claims 26, 28-30 and 36 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Chainer et al (U.S. Patent # 6,397,334). Chainer with respect to claim 14, 
teaches With respect to claim 26, a method for generating an output signal from a video 
data acquisition system, the method comprising: receiving a video signal that varies 
depending on images detected by a video camera; encrypting a selected portion of the 
video signal using a first encryption key (see Chainer figure 2 and 3, column 4 line 30 - 
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column 6 line 17 and column 7 lines 52-61); receiving a sensor signal that varies 
depending on detection of objects in a vicinity of the data acquisition system (see 
Chainer figure 2 and 3, column 4 line 30 - column 6 line 17 and column 7 lines 52-61); 
and encrypting a selected portion of the sensor signal using a second encryption key 
(see Chainer figure 2 and 3, column 4 line 30 - column 6 line 17 and column 7 lines 52- 
61); and producing the output signal to include at least the encrypted video signal and 
the encrypted sensor signal (see Chainer figure 2 and 3, column 4 line 30 - column 6 
line 17 and column 7 lines 52-61). 

With respect to claim 28, generating the output signal to include multiple tracks, 
one of the tracks including the encrypted video signal arid the encrypted first key, 
another track including sensor data provided by a sensor associated with the video data 
acquisition system (see Chainer figure 2 and 3, column 4 line 30 - column 6 line 17 and 
column 7 lines 52-61). 

With respect to claim 29, generating the other track includes generating 
encrypted RFID (Radio Frequency Identification) information (see Chainer figure 2 and 
3, column 4 line 30 - column 6 line 1 7 and column 7 lines 52-61 ). 

With respect to claim 30, implementing a recognition algorithm to identify objects 
associated with the sensed images; and in response to recognition of an object 
associated with the sensed images, embedding encrypted data information identifying 
the recognized object in the output signal (see Chainer figure 2 and 3, column 4 line 30 
- column 6 line 17 and column 7 lines 52-61). 
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With respect to claim 36, an apparatus to support surveillance, the apparatus 
comprising: a video camera that generates a video signal that varies depending on 
sensed images; a sensor device that generates a sensor signal depending on detection 
of objects in a vicinity of the video camera; and a processor in communication with the 
memory device that encrypts the video signal using a first key and encrypts the sensor 
signal using a second key, the processor producing an output signal to include at least 
the encrypted video signal and encrypted sensor signal (see Chainer figure 2 and 3 and 
column 4 line 30 - column 6 line 17).. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Park 

(U.S. Patent Application Publication # 2004/0085445) in view of Peters (U.S. Patent 

Application Publication # 2003/0226023). Park teaches everything with respect to claim 

1 , above but with respect to claim 3, does not teach maintaining confidentiality of the 

key so that recorded subjects of the video data acquisition system do not have access 

to the key; and entrusting an escrow agent with knowledge of the key. Peters teaches 

maintaining confidentiality of the key so that recorded subjects of the video data 

acquisition system do not have access to the key (see Peters paragraph 0033); and 
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entrusting an escrow agent with knowledge of the key (see Peters paragraph 0043). It 
would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains to have maintained 
confidentiality of the keys so that the keys could not get into the wrong hands. One 
would be motivated to maintained confidentiality of the keys to make sure that the video 
has a strong encryption and cant be tampered with. 

Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Park 
(U.S. Patent Application Publication # 2004/0085445) in view of Jones et al (U.S. Patent 
# 7,120,252). Park teaches everything with respect to claim 1 above but with respect to 
claim 6 Park does not teaches providing a control signal that identifies a hashing 
function to be used for hashing at least a portion of the video data; and at least 
occasionally receiving hashed values associated with portions of the video data in lieu 
of receiving a substantially continuous stream of corresponding non-hashed video data. 
Jones teaches providing a control signal that identifies a hashing function to be used for 
hashing at least a portion of the video data; and at least occasionally receiving hashed 
values associated with portions of the video data in lieu of receiving a substantially 
continuous stream of corresponding non-hashed video data (see Jones column 9 line 
40 - column 1 1 line 35). It would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains to have 
hashed the video with a hash function before transmitting the encrypted raw video and 
the hash value over a network. Then hashing the raw video again on the receiving 
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device and checking to see if the hash values are equal as a way to make sure that the 
video has not been tampered with. One would be motivated to do this to make sure that 
the video has not been tampered with. 

Claim 12-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Jones et al (U.S. Patent # 7,120,252) in view of Greene (U.S. Patent # 6870929). Jones 
teaches with respect to claim 12, a method for maintaining video data, the method 
comprising: receiving video data from a video data acquisition system (see abstract and 
column lines 3-57); hashing a selected portion of the video data to produce a hash 
value (see Jones column 9 line 40 - column 1 1 line 35); storing the selected portion of 
the video data and corresponding hash value in a first memory storage device; and 
transmitting the corresponding hash value for storage in a second memory storage 
device (see Jones column 9 line 40 - column 1 1 line 35). Jones does not teach that the 
transmitting of video is over a network. Greene teaches that the transmitting of 
encrypted video is over a network (see column 1 lines 30-59). It would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains to have transmitting the encrypted video a network 
where it is imposable to have a direct connection between the video camera and the 
display device. One would be motivated to have sent video over a network to watch the 
video at a location where it is to far to make a direct connection between the video 
camera and the display device. 
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With respect to claim 13, retrieving the selected portion of video data from the 
first memory storage device; and verifying an authenticity of the selected portion of the 
video data by checking that the selected portion of video data, when hashed, produces 
a same hash value as the corresponding hash value stored in the second memory 
storage device (see Jones column 9 line 40 - column 1 1 line 35). 

Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Peters 
(U.S. Patent Application Publication # 2003/0226023) in view of Schier (U.S. Patent # 
6,907,123). Peters teaches everything with respect to claim 16 above but with respect 
to claim 17 it does not teach randomly generating a new encryption key for encrypting 
different portions of the video signal over time. Schier teaches randomly generating a 
new encryption key for encrypting different portions of the video signal over time (see 
Schier column 3 line 1 1 - column 4 line 29 and column 8 lines 26-36). It would have 
been obvious at the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains to generating a new encryption key for 
encrypting different portions of the video signal over time to increase the security of the 
transfer by changing the encryption thought out the transfer. One would be motivated to 
have randomly generating a new encryption key for encrypting different portions of the 
video signal over time to further increase seccurity. 

Claim 18-20 and 33-35 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Peters (U.S. Patent Application Publication # 2003/0226023) in view 
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of Chainer et al. (U.S. Patent # 6,397,334). Peters teaches everything with respect to 
claim 16 and 31 above but with respect to claim 18 and 33, does not teach generating 
the output signal to include multiple tracks, one of the tracks including the encrypted 
video signal and the encrypted first key, another track including sensor data provided by 
a sensor associated with the video data acquisition system, the sensor data also being 
encrypted using an encryption key. Chainer teaches generating the output signal to 
include multiple tracks, one of the tracks including the encrypted video signal and the 
encrypted first key, another track including sensor data provided by a sensor associated 
with the video data acquisition system, the sensor data also being encrypted using an 
encryption key (see Chainer figure 2 and 3, column 4 line 30 - column 6 line 17 and 
column 7 lines 52-61 ). It would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains to have 
encrypted the video and sensor (RFID) data before transmitting it over a network the 
help the receiver authenticate the image since each object has a unique RFID assigned 
to it the receiver knows if what they are told they are looking is really what they are 
looking at. One would be motivated to have encrypted the video and sensor (RFID) data 
before transmitting it over a network the help the receiver authenticate the image since. 

With respect to claim 19 and 34, Peters teaches everything with respect to claim 
16 and 31 above but with respect to claim 19 and 34 does not teach generating the 
other track includes generating encrypted RFID (Radio Frequency Identification) 
information. Chainer teaches generating the other track includes generating encrypted 
RFID (Radio Frequency Identification) information (see Chainer figure 2 and 3, column 
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4 line 30 - column 6 line 17 and column 7 lines 52-61 ). It would have been obvious at 
the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains to have included an unique RFID number assigned to it to help 
the receiver knows if what they are told they are looking is really what they are looking 
at. One would be motivated to have included an (RFID) data before transmitting it over 
a network the help the receiver authenticate the object in the image since. 

With respect to claim 20 and 35, Peters teaches everything with respect to claim 

16 and 31 above but with respect to claim 20 and 35 does not teach implementing a 
recognition algorithm to identify objects associated with the sensed images; and in 
response to recognizing an object, embedding encrypted data information identifying 
the recognized object in the output signal. Chainer teaches implementing a recognition 
algorithm to identify objects associated with the sensed images; and in response to 
recognizing an object, embedding encrypted data information identifying the recognized 
object in the output signal (see Chainer figure 2 and 3, column 4 line 30 - column 6 line 

17 and column 7 lines 52-61 ). It would have been obvious at the time the invention was 
made to a person having ordinary skill in the art to which said subject matter pertains to 
have recognized object based on RFID tags, iris/retinal shape, dental configuration and 
other characteristic and transmit then in encrypted from to help the receiver authenticate 
what he is looking at. One would be motivated to have sent sensor data encrypted to 
help the receiver authenticate what he is looking at. 
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Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chainer 
et al (U.S. Patent # 6,397,334) in view of Schier (U.S. Patent # 6,907,123). Chainer 
teaches everything with respect to claim 26 above but with respect to claim 27 Chainer 
does not teach randomly generating a new encryption key for encrypting different 
portions of the video signal over time. Schier teaches randomly generating a new 
encryption key for encrypting different portions of the video signal over time (see Schier 
column 3 line 1 1 - column 4 line 29 and column 8 lines 26-36). It would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains to generating a new encryption key for encrypting 
different portions of the video signal over time to increase the security of the transfer by 
changing the encryption thought out the transfer. One would be motivated to have 
randomly generating a new encryption key for encrypting different portions of the video 
signal over time to further increase security. 

Claim 32 is rejected under 35 U.S.C. 103(a) as being unpatentable over Peters 
(U.S. Patent Application Publication # 2003/0226023) in view of Schier (U.S. Patent # 
6,907,123). Peters teaches everything with respect to claim 31 above but with respect 
to claim 32 Peters does not teach randomly generates a new value for the first 
encryption key to uniquely encrypt different portions of the video signal over time. Schier 
teaches randomly generates a new value for the first encryption key to uniquely encrypt 
different portions of the video signal over time (see Schier column 3 line 1 1 - column 4 
line 29 and column 8 lines 26-36). It would have been obvious at the time the invention 
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was made to a person having ordinary skill in the art to which said subject matter 
pertains to generating a new encryption key for encrypting different portions of the video 
signal over time to increase the security of the transfer by changing the encryption 
thought out the transfer. One would be motivated to have randomly generating a new 
encryption key for encrypting different portions of the video signal over time to further 
increase security. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Devin Almeida whose telephone number is 571-270- 
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to 
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to 
4:00 P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
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you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 

DO 

Devin Almeida 
Patent Examiner 
10/19/2006 



GILBERTO BARRON 7*- 
SUPERV1S0RY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



